Extraction Report

LG LGVSS88

Summary

UFED Physical Analyzer version 7.11.087

Report creation time 4/3/2023 9:45:06 AM -04:00

Time zone settings (UTC) (UTC-05:00) New_York (America)
Examiner name Curtis Thomas

Case number 44A-PG-3007518

Evidence number HQQO015596 (1B36)

Source Extraction

Physical
Extraction start date/time 11/26/2018 9:38:25 AM(UTC-5)
Extraction end date/time 11/26/2018 1:10:02 PM(UTC-5)
Unit identifier 1274674758
UFED version 7.10.1.1080
Internal version 4.7.7.1080
Selected manufacturer LG CDMA
Selected device name V5988 G6
Machine name F5268651-CT
Connection type Cable No. 170
Is encrypted True
Extraction type Physical [ Android ADB ]
Extraction ID 29A91503-1D67-4A50-B198-E26 CFAAQEESE

Device Information

Physical
OS Version 8.00
Detected Phone Model V5988
Android fingerprint Ige/lucye vzwilucye:8.0.0/0PR1.170623.032/181131910a448:user/release-keys
Detected Phone Vendor Ige
Bluetooth device name odgb
Android ID 5eaB8d32feaabBc
Bluetooth device address A8:BB6EEA:32:A1
Phone Activation Time 3/31/2018 9:31:54 PM(UTC+0)
Time Zone (UTC-05:00) New_ York (America)
Mock locations allowed False
Auto Time Zone True
Auto Time True
Location Services Enabled True
Advertising Id 4dbb3cad-58db-4466-a7da-3d675%e8ce83
Recovery Event 2017-01-01T05:23:32.000+00:00
Recovery Event 2017-11-03T22:51:02.000+00:00
Recovery Event 2017-12-12T17:33:28.000+00:00
Recovery Event 2018-01-15T17:31:11.000+00:00
Recovery Event 2017-11-03722:58:30.000+00:00

Tethering

Hotspot password required Z@5bW$4X

GOVERNMENT
EXHIBIT

338

338



Plugins

1 | UFED Logical Report Reader
e e

ical Analyzer rt Reader
Ee'ggsre;:u:vﬂgme#b‘;I he Physical Analyzer

Cellebrite

Pre Project

Project Processor Finisher

2
3
4 Garbage Cleaner
5
6

Post Project

Contents
Contacts 8 (8 Deleted) 8 (8 Deleted)

) Cookies 37 a7

2% Device Users 1 1
I[T5] Locations 24 24

() SMS Messages (9 Deleted) 9 (9 Deleted)
A, User Accounts (1 Deleted) (1 Deleted)
Contacts (8)

1 Name:

#Warranty | Last time contacted: Phone: Yes
Center 12/31/1969 7:00:00
PM(UTC-5)
2 Name: #BAL - Check | Last time contacted: Phone: Yes
Balance 12/31/1969 7.00:00 Home #22
PM(UTC-5)
3 Name: #DATA - Last time contacted: Phone: Yes
Data Used 12/31/1969 7:00:00 Home #3282
PM{UTC-5)
4 Name: #MIN - Last time contacted: Phone: Yes
Minutes Used 12/31/1969 7:00:00 Home #646
PM(UTC-5)
5 | Name: #PMT - Make | Last time contacted: Phone: Yes
a Payment 12/31/1969 7:00:00 Home #768
PM(UTC-5)
6 Name: #UPG - Last time contacted: Phone: Yes
Upgrade Eligbility  [12/31/1969 7:00:00 Home #874
PM{UTC-5)
7 Name: Clyde 4 Yes
Munger ;
8 Name: VZ Roadside |Last time contacted: Phone: ' g Yes
Assistance 12/31/1969 7:00:00 Home 877-623-7433
PM(UTC-5)

338.2




Cookies (37)

# | Name Value Domain | Related Application | Path Creation ime | Expires Accessed
1 __stripe_sid |22a0e3ab-feaf-46f7- |.gab.com LastPass Password |/ 10/27/2018 10/27/2018 10/27/2018
9f56-81fd80ba%ee9 Manager 9:48:07 10:18:07 9:49:26
AM(UTC-4) AM(UTC-4) AM(UTC-4)
2 __stripe_mi |f74c611c-e3fb-4792- |.gab.com LastPass Password |/ 10/27/2018 10/27/2019 10/27/2018
d bce7-2ea931bbeazb Manager 9:48:07 9:48:07 9:49:26
AM(UTC-4) AM(UTC-4) AM(UTC-4)
3 laravel_ses |eyJpdil6lm1cLzBZYU |gab.com LastPass Password |/ 10/27/2018 10/27/2018 10/27/2018
sion Nid0oxTkVHM2V3NW Manager 9:48:07 11:48:07 9:48:07
hxNItRPTOILCJ2YWx1 AM(UTC-4) AM(UTC-4) AM(UTC-4)
ZS18ImhPeTVSRONQ
NTF4WnNVelp5NIU4c
UJ2cFNZa1Z3all2WV
pRUIdHWIc2cnlpOFdh
QmtOeFRWR014S21z
dXpMbkdBUUNHaES5p
cDEzWHVEDEIsVGtH
OVZnPTOILCJtYWMIO
iI5MzBmNzhIZTQ2YT
BiMjZiMDdjMDUxODh
mNTMxYTc50DkwNm
MwMGIOODhhNzI3N2
JiYzdmY2FmZGI1MW
YyMDIwIn0%3D
4 _Pk_ses.1.5 |* gab.com LastPass Password / 10/27/2018 10/27/2018 10/27/2018
dd9 Manager 9:48:06 10:18:06 9:49:26
AM(UTC-4) AM(UTC-4) AM(UTC-4)
5 _pk_id.1.5d |c2ec67761b123871.15|gab.com LastPass Password f 10/27/2018 11/24/2019 10/27/2018
d9 40648087.1.15406480 Manager 9:48:06 8:48:07 9:49:26
87.1540648087. AM(UTC-4) AM(UTC-5) AM(UTC-4)
6 remember_ | eyJpdil6ljBIRE1hd1du |gab.com LastPass Password |/ 10/27/2018 10/27/2018
82e5d2c56 | SjlabEVZWVNECINMe Manager 9:48:03 9:48:03
bdd081131 |WcIPSisinZhbHVlljoie AM(UTC-4) AM(UTC-4)
8f0cf078b7 |U10ZG1CdGZVYTVn
8bfc UVwvWnkwZ 1U0cke3
NHd bkhZQmJpa1VE
NDloZWIoUEF1Z21ZD
RHJUVINKNTIVQjNOT
nFBVOdKVjNwVkora1
RPekiveFNMXC9Ubn
FRUmMVOSE03a3dnS;j
BYM3F5K1hpTWwxbz
OiLCJEYWMIOIJZmJjZ
WY4Mzc2YzI2Z]AZMT
JmMDIhMmM2NGM3
NzkyZjFhMDhhNTcwY
mMyYTQyYjY4NDdm
MTIwO GlzNmUyZjMOl
n0%3D
7 XSRF- eyJpdil6inh1bENPTNR [gab.com LastPass Password |/ 10/27/2018 10/27/2018 10/27/2018
TOKEN 6XCOrcU5VdXBxWIM Manager 948:03 11:48:03 9.49:06
3bzRRPTOILCJ2YWx1 AM(UTC-4) AM(UTC-4) AM(UTC-4)
ZSI16ImVzZWIiYINmbC
rXC9ZellKM3A5T2tpc
kt3NESBRWx00OVBW
WEI3RzVZbzYxeVVhZ
2hUekSHN3ZIWVJmd
GdgbWU3TjdUMHdcL
0hDUXhYU1wvMIZmY
nQyRnIBPTOILCJtYW
MiIOIJJNWEONzdhZ Tk
1ZTIyMGQINTIWNTR]
YTY5ZDFhMDIwYWU
4AMzk0ZjM2MDU1MTk
ZTJhODJIMjYzZGUx
kONmNiln0%3D
8 __cfduid dd88ce18637f69af210 | .gab.com LastPass Password / 10/27/2018 10/27/2019 10/27/2018
374dfbd179d9811540 Manager 9:47:55 9:47:55 9:47:55
648076 AM(UTC-4) AM(UTC-4) AM(UTC-4)
9 test_cookie |CheckForPermission |.doubleclick. | Mahjong Epic / 10/9/2018 10/9/2018 10/9/2018
net 3:24:37 3:39:37 3:24:37
PM(UTC-4) PM(UTC-4) PM(UTC-4)
10 | PAIDCONT |hr8afOw7I9el2t2finjw  |.www.google | Maps - Navigate & finsights/consu | 5/31/2018 5/31/2019 5/31/2018
ENT .com Explore mersurveys 12:30:57 12:30:57 12:30:57
AM(UTC-4) AM(UTC-4) AM(UTC-4)
11 s_sess %20s_ppvi%3D%3B% |.verizonwirel | System updates / 5/26/2018 5/26/2018
20ppv_0%3D%2Fmsp |ess.com 1:27:13 1:27:24
t%2Foss%2Fdevice% AM(UTC-4) AM(UTC-4)
2520sw%2520updates
%2Fandroid%25200s
%2Flg

N
date-9/n3B%205_ppv
%3D%2Fmspt%2Foss
%2Fdevice%252520s
w%252520updates%2
Fapdr%id%25252005%
update%252C2%252C
100%252C23904%25
2C352%252C592%25
2C360%252C668%25
2C4%252CP%3B
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12

TS0156788
c

0176991d175¢c44c656
cfb058e62c5b90f2237f
74d5ef10179c6d4db6

673602d5d7ac665¢c7e
08df2453d09edbaf7a1
0chf29e546ae2c319ea
4b0c3317b6dc0afc344
642f83173479c0453b

32%9?91:22&4831 d58

www.verizon
wireless.co
m

System updates

5/26/2018
1:27:01
AM(UTC-4)

5/26/2018
1:27:01
AM(UTC-4)

13

fsr.s

%7B%22v2%22%3A1
%2C%22v1%22%3A1
%2C%22rid%22%3A
%22d4ebb3f-
114108822-9¢8d-
97c4-
4a40c%22%2C%22cp
%22%3A%7B%22Cha
nnel%22%3A%22%2F
mspt%22%2C%22Ga

ets_Gears_Site%22
%3A%22N%22%2C%
22Prepay_Site%22%3
A%22N%22%2C%22
Simulator_Visitors%22
%3A%22N%22%2C%
22KB_Articles%22%3
A%22N%22%2C%22
Plan_Page%22%3A%
2N%22%2C%22Acc
ount_Page%22%3A%
2N%22%2C%22Feat
ures_Services_Page%
22%3A%22N%22%2C
%22Device_Page%22
%3A%22N%22%2C%
22Chat%22%3A%22N
%22%2C%22CustTyp
€%22%3A%22Pst%22
%2C%220neClickChe
ckout%22%3A%22fals
€%22%2C%22Consoli
dated_Page%22%3A
%22N%22%2C%22Vi
de0%22%3A%22N%2
2%2C%22Test And_T
arget%22%3A%22875
86%3A0%3A0%2C%2
2%7D%2C%22c%22
%3A%22https%3A%2
F%2Fwww.verizonwire
less.com%2Fsupport
%2Flg-§6-
update%2F%22%2C%
22pv%22%3A1%2C%
221c%22%3A%T7B%22
d2%22%3A%7B%22v
%22%3A1%2C%22s
%22%3Afalse%7D%7
D%2C%22cd%22%3A
2%2C%22sd%22%3A
2%7D

.verizonwirel
ess.com

System updates

5/26/2018
1:21:50
AM(UTC-4)

5/26/2018
1:26:52
AM(UTC-4)

14

mrsecondar
y

control

verizonwirel
ess.com

System updates

/support

5/26/2018
1:21:45
AM(UTC-4)

6/25/2018
1:21:45
AM(UTC-4)

5/26/2018
1:26:49
AM(UTC-4)

15

mbox

session#163c27ea711
24892bb17caf530cfb9
38#1527313966|PC#1
63c27ea71124892bb1
7caf530cfb938.17_38#
1590556906

verizonwirel
ess.com

Systemn updates

5/26/2018
1:21:45
AM(UTC-4)

5/26/2018
1:26:49
AM(UTC-4)

16

5_CC

true

verizonwirel
ess.com

System updates

5/26/2018
1:21:45
AM(UTC-4)

5/26/2018
1:26:49
AM(UTC-4)

17

s_pers

%20s_Iv%3D1527312
105535%7C16219201
05535%3B%20s_Iv_s
%3DFirst%2520Visit%
7C1527313905535%3
B%20s_nr5%3D15273
12105545-
New?%7C1558848105
545%3B

verizonwirel
ess.com

System updates

5/26/2018
1:21:45
AM(UTC-4)

5/26/2018
1:26:49
AM(UTC-4)

18

AMCV 843
FO2BE5327
1A1A0A490
D4C%40Ad
obeQOrg

1099438348%7CMCI
DTS%7C17678%7CM
CMID%7C398648647
213916534941618347
39700977317%7CMC
AID%7CNONE%7CM
COPTOUT-
1527319305s5%7CNO
NE%7CMCAAMLH-
1527916905%7C9%7
CMCAAMB-
1527916905%7Cj80d
vBLonN4r3an7LhD3W
ZrU1bUpAKFkkiY 1ncB
R96t2PT1%7CvVersio
n%7C2.1.0

verizonwirel
ess.com

System updates

5/26/2018
1:21:45
AM(UTC-4)

5/26/2018
1:26:49
AM(UTC-4)

19

AMCVS_84
3F02BE5G32
71A1A0A49
0D4C%40A
dobeOrg

1

verizonwirel
ess.com

System updates

5/26/2018
1:21:45
AM(UTC-4)

5/26/2018
1:26:49
AM(UTC-4)
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20 MP_LANG |en ~verizonwirel | System updates / 5/26/2018 5/26/2019 5/26/2018
ess.com 1:21:44 1:21:45 1:26:44
AM(UTC-4) AM(UTC-4) AM(UTC-4)
21 check true .verizonwirel | System updates / 5/26/2018 5/26/2018
ess.com 1:21:43 1:26:49
AM(UTC-4) AM(UTC-4)
22 |utag_main |v_id:01639ae5376a00 |.verizonwirel | System updates / 5/26/2018 5/26/2019 5/26/2018
15c1b7093d43750009 |ess.com 1:21:43 1:21:43 1:26:43
5003508d0041c$_sn:1 AM(UTC-4) AM(UTC-4) AM(UTC-4)
$ ss:11$_st:152731390
3278%ses_id:1527312
103278%3Bexp-
session$_pn:1%3Bexp
-session
23 [_ge¢ Cc%3A1127954981757 | .www.verizo |System updates / 5/26/2018 5/26/2018
38%7Cd%3A0%7 Ca% | nwireless.co 1:21:43 1:26:43
3A0 m AM(UTC-4) AM(UTC-4)
24 |_gu 112795498175738_0 |.www.verizo |System updates / 5/26/2018 5/26/2018
nwireless.co 1:21:43 1:26:43
m AM(UTC-4) AM(UTC-4)
25 | TS01b203e [0176991d1794a76db6 |.verizonwirel | System updates / 5/26/2018 5/26/2018
7 234edc435271f42eal |ess.com 1:21:42 1:26:43
6134¢32702e9134ee0 AM(UTC-4) AM(UTC-4)
53862e1f172242b7d6
2d4bb6c3822ad29a03
5f63a0ce3417b9b45e
694f9fab17a1a92182b
4518cc00e43514aale
961216cfa3f18d8184c
d0d119dcc79a82f5618
a98c7375845ceal0f78
1233a93066db9b9125
9dd7c3eba705d7d143
78e5a387ab40909082
d45c796be76323f909
a450f41f4fde988af4f8
e572
26 p dev5880050 wverizonwirel | System updates / 5/26/2018 5/26/2018
ess.com 1:21:42 1:26:43
AM(UTC-4) AM(UTC-4)
27 |support_pz |y verizonwirel | System updates / 5/26/2018 5/26/2018
n ess.com 1:21:42 1:26:43
AM(UTC-4) AM(UTC-4)
28 deviceType |mobile .verizonwirel | System updates / 5/26/2018 5/26/2018
ess.com 1:21:42 1:26:43
AM(UTC-4) AM(UTC-4)
29 |support_red |y .verizonwirel | System updates / 5/26/2018 5/26/2018
esign ess.com 1:21:42 1:26:43
AM(UTC-4) AM(UTC-4)
30 | NSC_xxx_h |fiffffifBab44cd945525d |www.verizon | System updates / 5/26/2018 5/26/2018
wit 5f4f58455e445a4a420 |wireless.co 1:21:42 1:27:24
000 m AM(UTC-4) AM(UTC-4)
3 NSC_xxx_t |ffifffif09f6575e45525d |www.verizon |System updates / 5/26/2018 5/26/2018
vggpsu_mc | 5f4f58455e445a4a422 |wireless.co 1:21:42 1:27:24
wt 2bd m AM(UTC-4) AM(UTC-4)
32 BXYV_VIPE |0.786619_0.717773_0 |.verizonwirel | System updates / 5/26/2018 5/26/2018 5/26/2018
R_SID .498903_0.760249 €ess.com 1:21:42 2:21:42 1:26:43
AM(UTC-4) AM(UTC-4) AM(UTC-4)
33 |JSIDSUPP |NuyaSTIA3B_XJPKzil |www.verizon |System updates / 5/26/2018 5/26/2018
ORTPZN LzLvIBJE9iXHaXE2eiJ |wireless.co 1:21:42 1:26:43
SON_MU3bgnZ5cgJ!1 |m AM(UTC-4) AM(UTC-4)
951524921Imya-
napp12152611-1
34 IDE AHWqgTUmS06kvwzs9 | .doubleclick. | Wifi Analyzer / 4/29/2018 4/29/2018
pOWZ5FL83QNKLDQ |net 6:23:39 6:40:22
1SLDCLTrI2MtvPiDdh AM(UTC-4) AM(UTC-4)
KEDY7Wg-8p2CA1D
35 |test _cookie |CheckForPermission |.doubleclick. |Photo Editor / 4/1/2018 4/1/2018 4/1/2018
net 1:21:12 1:36:12 1:26:57
PM(UTC-4) PM(UTC-4) PM(UTC-4)
36 mail.google. | Gmail /mail/g 4/1/2018 4/1/2018
com 4:14:09 4:14:09
AM(UTC-4) AM(UTC-4)
37 |COMPASS |gmail=CokBAAIiVf8D |mail.google. |Gmail /mail/g 4/1/2018 4/1/2018
gWpB7XELgUQxZ- com 4:14:09 4:14:09
EgnV_,LAWmquobSO AM(UTC-4) AM(UTC-4)
TjAeEJRVTxvoef3mvS
MhV7zQ6Ep9winhZH
hxc1U9G9rpPDIS9Yt
yURNSsfInBF 3yJIfJVwW
PLaMZR_t2YuLYPrd4C
rBRBFOYDJgmIAbHmM
hE_Z70tsxlcdfdj96r4F
HmHId1stj2Tzo5wi3Es
QrcOC1gUakgEACWuU
JV7UBecOIOK6EMixMb
mW5QPWV4VIPnVgH
GQ7yEjs8VnUY205
PhedoxwG5SBIlimfKDI
4uyts2ZrRev2t5vhSdo
6zMQesjieqpZ2Ty3K6t
2T_xVQRQj t8d36_s
DH3SIQﬁppZGNNNSs
bUHoGHwSJkGMgfLal
10rPa68pD61njNLb-

CHV_C5jHR6S3dSx5
3GsA
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Device Users (1)

1
# | Identifier | Timestamp Restrictions Photo
1T |0 Last logged in s
Serial number: 0 11/26/2018 ‘,‘ SR "
Name: Robert Bowers 8:48:25 AM(UTC-5) - )
User Type: Owner i y

GPS

Locations (24)

O Open in Google Earth

|&" Open in Google Maps

u Orici

Posit

| Info

Confidence

. Category

Deleted

1 Device

2 |Device

3 | Device

(40.368469, -79.983799)

(40.291453, -80.030628)

Name: 4022 Saw Mill Run Blvd
Pittsburgh, PA 15227

Time: 10/1/2018 5:53:23 PM(UTC-4)

| Name: 6300 L brary Rd
South Park, PA 15129

Time: 10/1/2018 5:53:23 PM(UTC-4)
Time: 10/1/2018 5:53:23 PM(UTC4)

Google Maps

'Google Maps

'Googie Maps

4 Device

(40401075, -80.280526)

Name: 3103 Donaldson Road
McDonald, PA 15057

Time: 10/1/2018 5:53:23 PM(UTC-4)

.Google Maps

5 Device

6 |Device

7 | Device

8 | Device

(34.468416, -118.668453)

(40.383665, -79.974615)

(40.366982, -79.984396)

(40.376065, -79.969628)

Name: 30460 Hasley Canyon Rd
Castaic, CA 91384

Time: 10/1/2018 5:53:23 PM(UTC-4)

| Name: 2900 F’yramic_f Ave
Pittsburgh, PA 15227

Time: 10/1/2018 5:53:23 PM(UTC4)
Name: 4114 Saw Mill Run Bivd
Pittsburgh, PA 15227

Time: 10/1/2018 5:53:23 PM(UTC4)
Name: Pitisburgh, PA 15227

Time: 10/1/2018 5:53:23 PM(UTC4)

338.6

.Google Maps

'éooéle Maps

'Google Maps

'Google Maps




9 Device (40.357805, -80.005597) Name: 5133 Fieldcrest Dr Google Maps
Pittsburgh, PA 15236
Time: 10/1/2018 5:53:23 PM(UTC-4)
10 Device (40.366234, -79.984004) Name: 700 Towne Square Way Google Maps
Pittsburgh, PA 15227
Time: 10/1/2018 5:53:23 PM(UTC-4)
11 Device (36.023679, -95.875308) Name: 9003 E 96th St Google Maps
Tulsa, OK 74133
Time: 10/1/2018 5:53:23 PM(UTC-4)
12 |Device Time: 911/2018 8:10:50 PM(UTC-4) Google Maps
13 Device Time: 8/26/2018 1:24:09 PM(UTC-4) Google Maps
14 Device Time: 6/5/2018 2:01:41 PM(UTC-4) Google Maps
15 Device Time: 5/31/2018 12:33:08 AM(UTC-4) Google Maps
16 Device Time: 5/31/2018 12:33:07 AM(UTC-4) Google Maps
17 |Device Time: 5/30/2018 11:24:10 AM{UTC-4) Google Maps
18 Device Time: 5/26/2018 3:10:51 PM(UTC-4) Google Maps
19 Device Time: 5/26/2018 2:55:56 PM(UTC-4) Google Maps
20 Device Time: 4/17/2018 10:44:27 PM(UTC-4) Google Maps
21 (40.291542, -80.030471) Name: meta-current Media
Locations
Time: 4/1/2018 11:00:26 AM
22 (51.519804, -0.125673) Name: Media
LGCameraApp.apk_embedded_112.jpg Locations
Time: 7/7/2017 11:52:14 AM
23 (51.491454, -0.160899) Name: Media
LGCameraApp.apk_embedded_111.jpg Locations
Time: 7/5/2017 12:20:53 PM
24 (40.735115, -73.960937) Name: Media
LGCameraApp.apk_embedded_117.jpg Locations

Time: 7/4/2017 9:36:14 PM

338.7




SMS Messages (9)

1 Unknown 1/14/2013 Unknown Yes

10:23:51 PM(UTC-
5) Yes
2 Unknown 6/27/2009 Unknown Yes
10:32:49 AM(UTC- Carved:
4) Yes
3 Outbox 5/22/2005 Unsent Yes
Direction: A7
Qutgoing s amuTe: Ves o
4 Inbox 5 5/21/2005 Unread Yes
ke 12:04:56 PM(UTC-
9 4) Yes
5 Unknown 4/1/2005 Unknown Yes
6:02:09 PM(UTC- Carved:
5) Yes
6 Unknown 2/11/2005 Unknown Yes
10:20:48 AM(UTC-
5) Yes
7 Drafts 2/11/2005 Unsent Yes
Direction:
: 10:20:48 AM(UT Carved
Outgoing 5? OISO AREITC- Yes
8 Drafts 2/11/2005 Unsent Yes
Direction:
! 12:59:22 AM(UT! :
Outgoing & 59 (UTC- $:;vad
9 Unknown - Network: Unknown Yes
4/1/2005 Carved:
g:)oz:og PM(UTC- Yes

User Accounts (2)

1 Creation time
Username: Phone

Service Type: com.verizon.phone

2 Creation time Yes
Usemame:
odgphone@gmail.com

Service Type: Google Drive

338.8



Extraction Report

LG LGVS988

Data Files (1)

Images (1)
# File Info Additional file info Thumbnail Deleted
1 Name: 1522587360576.ipg Size (bytes): 121404 8
Path: userdata Created: 4/1/2018 8:56:00 -
(Ex_tX)fRooUmedialOfAn AM(UTC-4) —
gg‘;‘;‘?g&gg&"ﬂ‘aw 152 Modified: 41112018 8:56:00 -
P9 AM(UTC-4)
MD5: 28e6c63925e97120845 g
Accessed: 4/1/2018 8:56:00 [ = = =]
dea7af9b8c184 AM(UTC-4)
Source file
€ ¥ ™ l20% Q0855
< Status

My phone number
{412) 706-1826

IMEI
3552 7308 3064 042

IMEISV
07

IMS registration status
Not registered

ICCID
8901 2609 6219 9459 410

Last factory data reset
03/31/2018 03:47 PM

338.9



Extraction Report

LG LGVS988

Data Files (1)

Images (1)
# File Info Additional file info Thumbnail Deleted
1 Name: 1522587370651.ipg Size (bytes): 162431 s
Path: userdata Created: 4/1/2018 8:56:10 I
(Ex_tX)fRooUmediafOfAn AM(UTC-4)
3’5‘;‘;?7332’5?'9"33'”52 Modified: 41112018 8:56:10
P9 AM(UTC-4)
MD5: a1df45628282f939ccOb R
Accessed: 4/1/2018 8:56:10 e
66287dc017a1 AM(UTC-4)
Source file
ad] € ¥ = .l 20% % 08:56
& Network
Network
Ting

Network type and strength

Check the current network type and the signal
strength

Service state
In service

Roaming
Not roaming

Mobile network state
Disconnected

IP address

fe80::aab8:6eff.fedb:4ch?

10.0.0.144
2601:548:4100:552¢:aab8:6eff:fedb:4cb7
2601:548:4100:552¢:2130:d19f:67b8:2937
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)
# LFiIe Info !Additional file info Thumbnail Deleted 1
1 Name: 3858899253 Size (bytes): 403817
Path: userdata Created: 4/16/2018 2:08:19
(ExtX)/Root/media/0/An AM(UTC4)
droid/data/ cliptray/152 Modified: 41162018 20819
3858899253 jpg : AM(UTC-4) o
MD5: 90e2d000b9%e 1282924 -Aig-
Accessed: 4/16/2018 2:08:19
5ae23408fbda8 AM(UTC-4)
Source file

& %™ .al100% Q0208

Widgets

Calculator >alendar Caller Name Camera
1D

Bee

Contacts Creative Downloads Drive Email
Print

TEEE O

Epson iPrint File Manager  Gallery

«NWW (:) IIII A soe|

HD Audio Help Hook Keybase LastPass

Recorder

Mahjong Messa;mq Music Phone
Solitaire Epic
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)
# File Info Additional file info Thumbnail Deleted
1 Name: 1528667662316.png Size (bytes): 68508
Path: userdata Created: 6/10/2018 5:54:22
(ExtX)/Root/system_ce/ PM(UTC-4)
O/shoricut_service/itm Modified: 6/10/2018  554:22
aps/com.google.androi PM(UTC-4)
d.gm/1528667662316.p
ng Accessed: 6/10/2018 5:54:22
MD5: 3b58da9960b93fc60e5 PUTC4)
B8b09%ec582c53f Source file

338.12



Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

Size (bytes): 24250
Source file

1T | Name: a
9902777531029903865
embedded 1.ipg

Path: userdata
(ExtX)/Root/data/com.g
oogle.android.gms/cach
elvolley/-
5902777531029903865
/-
5902777531029903865
_embedded_1.jpg

MD5: 86b7f4ed895a4516e54
9a16bdofa7d11
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1 Name: 1b74 f030e7 Size (bytes): 4881
mbedded 1. Source file

Path: userdata
(ExtX)/Root/data/com la
stpass.|pandroid/cache/
org.chromium.android_
webview/e1b74bf6d5f0
30e7_0/e1b74bf6d5f03
0e7_0_embedded 1 jp
g

MD5: dba1383835c53b9%6a9d
0171c6f8907d8
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Extraction Report

LG LGVS988

Data Files (1)
Images (1)
# rFiIe Info }Additional file info Thumbnail Deleted
1 Name: imgcache screen.0_em Size (bytes): 86788
bedded 94, Source file
Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cachefimgcac
he_screen 0/imgcache_
screen.0_embedded 9
4jpg
MD5: 32b66f65f33e64516f0d
4be40c397922
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1T | Name: imgcache screen 0 em Size (bytes): 79677
bedded 90.ipg

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cachefimgcac
he_screen 0/imgcache_
screen.0_embedded 9
O.ipg

MD5: 73901a6d4daealbc2da
3c23187246da7

Source file
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1T | Name: imgcache screen 0 em Size (bytes): 47829
bedded 89.jpq Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cachefimgcac
he_screen O/imgcache_
screen.0_embedded 8
9ipg

MD5: 6e3515748799658298¢
b28644b19720a

338.17



Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1T | Name: imgcache screen 0 em Size (bytes): 70033
bedded 88 ipg

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cachefimgcac
he_screen O/imgcache_
screen.0_embedded 8
8.ipg

MD5: bcOb5f47a9c17bf3f609
30703fcd5dd9

Source file
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# |File Info Additional file info Thumbnail | Deleted

1 Name: imgcache screen0 em Size (bytes): 68277
bedded 86. Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded 8
6.ipg

MD5: e0dbfdeb9b32733d59d
e7ee2fd962df0
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1T | Name: imgcache screen 0 em Size (bytes): 65730
bedded 85.ipq Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cachefimgcac
he_screen O/imgcache_
screen.0_embedded 8
2.pg

MD5: fa663e3f9ed56b18a036
ecf624adab1f

338.20



Extraction Report

LG LGVS988

Data Files (1)

Images (1)

T

# File Info ‘Additional file info Thumbnail Deleted

1T | Name: imgcache screen 0 em Size (bytes): 61601
bedded 84.ipq Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cachefimgcac
he_screen O/imgcache_
screen.0_embedded 8
4ipg

MD5: 95{71e080e6202997343
9a8a978ib1b5
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1T | Name: imgcache screen 0 em Size (bytes): 78344
bedded 81.ioq Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cachefimgcac
he_screen 0/imgcache_
screen.0_embedded 8
1iprg

MD5: 51421c45ffce0ab9478c
eladd1cTaefc
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Extraction Report

LG LGVS988

Data Files (1)
Images (1)
# | File Info | Additional file info Thumbnail Deleted
1 Name: imgcache screen0 em Size (bytes): 67482
bedded 170. Source file
Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
70.jpg
MD5: 5163637a798ad03e0f0
b3dca138b579%a
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# | FileInfo Additional file info Thumbnail | Deleted |

1 Name: imgcache screen 0 em Size (bytes): 81835
bedded 157. Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
57 jpg

MD5: aa83ib9174847bd3945
d99ef43949143
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Extraction Report

LG LGVS988

Data Files (1)
Images (1)
# File Info |Additional file info Thumbnail Deleted |
1 Name: imgcache screen 0 em Size (bytes): 40418
bedded 159. Source file
Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
59.jpg
MD5: 5ceB82bd6d4901f2bfeda
72501169a30b
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1T | Name: imgcache screen 0 em Size (bytes): 39010
bedded 160.ipq Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
60.ipg

MD5: f21540408f12f928bafd4
abd585fd365
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1 Name: Imgcache screen0 em Size (bytes): 40339
bedded 161.ipq Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
61.jpg

MD5: e27eb1d76aa3dcfc09cc
01257aal62ae

| v N
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1 Name: Imgcache screen0 em Size (bytes): 39414 br—= "
bedded 162.ipq Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
62jpg

MD5: 9b35e19d4ef7aalads55
7479019810351

338.28



Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

-~ -

1 Name: Imgcache screen0 em Size (bytes): 37644
bedded 163.ioq Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
63.ipg

MDS5: aacacbbb12dc95{1f819
4c89b274192e
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1 Name: imgcache screen.0 em Size (bytes): 40073 .
bedded 164.jpq Source file A

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cachefimgcac
he_screen 0/imgcache_
screen.0_embedded_1
64.ipg

MD5: d5b8f8656cc11343501
5f8bfc9789cd1
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Extraction Report

LG LGVS988

Data Files (1)
Images (1)
# ?File Info ' Additional file info Thumbnail Deleted
1 Name: imgcache screen 0 em Size (bytes): 50551
bedded 112, Source file
Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
12jpg
MD5: 29008beba418f3c7581
c2124a860dB8a3

-
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted

1 Name: Imgcache screen0 em Size (bytes): 48469 ~
bedded 111.jpg

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
11.jpg

MD5: Tceleach90a5e28489¢
a44641b627fca

Source file
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Extraction Report

LG LGVS988

Data Files (1)

Images (1)

# | FileInfo | Additional file info Thumbnail | Deleted

1 Name: imgcache screen 0 em Size (bytes): 61303
bedded 110. Source file

Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android.
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
10jpg

MDS5: 4c8541ec9666b85fd89
8b44681de1394

338.33



Extraction Report

LG LGVS988

Data Files (1)
Images (1)
#  File Info | Additional file info Thumbnail Deleted
1 Name: imgcache screen0 em Size (bytes): 65375
bedded 106. Source file
Path: userdata
(ExtX)/Root/media/0/An
droid/data/com.android
gallery3d/cache/imgcac
he_screen 0/imgcache_
screen.0_embedded_1
06.jpg
MD5: 974c4708f831af86cc45
194e44113d48

338.34



