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BIOGRAPHIES 
 

 
The Honorable Robert J. Cindrich 

 
Robert James Cindrich (born September 22, 1943) is a former United States Attorney for 

the Western District of Pennsylvania and a United States District Judge of the United States 
District Court for the Western District of Pennsylvania. 
 

Born in Washington, Pennsylvania, Judge Cindrich earned an Artium 
Baccalaureus degree from Wittenberg University in 1965 and earned a Juris Doctor Magna Cum 
Laude from the University of Pittsburgh School of Law in 1968. After law school, Judge 
Cindrich clerked for United States Court of Appeals for the Third Circuit Judge Ruggero 
Aldisert from 1968 until 1969.  
 

After a stint as a United States Army Reserve specialist from 1968 until 1971, Judge 
Cindrich worked for Allegheny County, Pennsylvania as an Assistant Public Defender from 
1969 until 1970 and as an Assistant District Attorey from 1970 until 1972. He shifted to private 
legal practice from 1972 until 1978. Judge Cindrich served as the United States Attorney for the 
Western District of Pennsylvania from 1978 until 1981, when he again returned to private legal 
practice until being appointed to the federal bench. While in private practice, he hired future 
Third Circuit Judge Thomas Hardiman as an associate at his firm.  

 
On August 12, 1994, President Clinton nominated Judge Cindrich as a judge for 

the United States District Court for the Western District of Pennsylvania. The United States 
Senate unanimously confirmed Cindrich in a voice vote on October 6, 1994.  
 

On January 5, 2004, Judge Cindrich announced that he would resign as district judge on 
January 30, 2004 to become chief legal counsel to the University of Pittsburgh Medical Center, 
effective February 1, 2004 and continued in that capacity until 2011. He also served as Interim 
General Counsel for U.S. Steel Corporation from 2012 through 2013. 
 
 

The Honorable David J. Hickton 
 

David J. Hickton received his undergraduate degree from Pennsylvania State University 
and his Juris Doctorate from the University of Pittsburgh School of Law, where he met his 
wife Dawne Eileen Sepanski Hickton. He began his legal career as a law clerk for U.S. District 
Judge Gustave Diamond from 1981 to 1983. For more than a decade, Mr. Hickton was an 
adjunct professor at the Duquesne University School of Law, where he taught a course on 
antitrust. He served on the Board of Trustees at Penn State University from 1977-1980. He was 
one of the founding partners of the Pittsburgh law firm of Burns, White & Hickton. 

 
David J. Hickton was nominated as U.S. Attorney for Western Pennsylvania by 

President Barack Obama on May 3, 2010, and confirmed by the U.S. Senate on August 5, 2010. 
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In May, 2014, Mr. Hickton's office brought an indictment against five members of 

the Chinese People's Liberation Army, alleging economic espionage. The defendants were 
charged with hacking into American entities to steal trade secrets and other information that 
would be useful to Chinese competitors. Victims included Westinghouse Electric Company, U.S. 
Steel, Alcoa, Inc., and Allegheny Technologies. His office also indicted Russian hacker Evgeniy 
Bogachev, one of the world's leading cyber criminals.  

 
In July 2015, his office, in cooperation with the FBI and authorities in 19 other countries, 

shut down Darkode, the world's most sophisticated forum for international hackers. Darkode 
offered malware to disrupt operations in computer systems around the globe and offered stolen 
data ranging from Social Security numbers to passwords. 

  
In June 2015, Mr. Hickton and his office brought forth a 21-count indictment of 

conspiracy, money laundering, wire fraud, and identity theft against Cuban national Yoandy 
Perez Llanes. In 2016, Mr. Llanes was extradited from Venezuela to the U.S., and later in 2017, 
Llanes and a cohort, Soler Nodarse, plead guilty for their part in a $2.2 million scheme where 
hackers stole an estimated 62,000 tax forms of UPMC employees and sold them on the dark web.  

 
While U.S. Attorney for Western Pennsylvania, David J. Hickton was named to co-chair 

of a national Heroin Task Force. In 2014, he formed the U.S. Attorney's Working Group on 
Addiction: Prevention, Intervention, Treatment and Recovery. Community leaders, doctors, 
behavioral health experts, and parents of people struggling with addiction met regularly to gain a 
deeper understanding of the impact of addiction and how best to treat it. 

 
He worked to build community awareness and educate the public about the dangers of 

opioids. His office worked with the University of Pittsburgh to post information online about 
lethal batches of heroin.  

 
After leaving the U.S. Attorney’s Office in 2016, Mr. Hickton founded the University of 

Pittsburgh Institute of Cyber Law, Policy and Security and presently serves as the Director of 
that entity. 
 
 

Samuel J. Reich, Esq. 
 

Sam Reich practiced law from 1960 until 2017. In his career he served as: a federal 
prosecutor; a criminal defense attorney; an adjunct professor of law for ten years at Duquesne 
University Law School; a Bar Association president; president of a public school board; and 
vice-president of a charter school board. His law practice has also included sports law, mainly 
representing baseball players and teams in salary arbitrations. 

 
After graduating from the University of Pennsylvania Law School in 1960, he was 

accepted into the Department of Justice Honors Program and joined the Criminal Division of the 
DOJ in Washington D.C.  In 1961 he was hired as an Assistant US Attorney in Pittsburgh by 
newly confirmed US Attorney Joseph S. Ammerman. In 1963, U.S. Attorney Gustave Diamond 
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appointed him as his First Assistant, a position Reich held until 1966 when he entered private 
practice.  

 
Reich's duties as an Assistant mainly involved prosecuting Organized Crimes and 

Racketeering. On several occasions U.S. Attorney Diamond and Reich tried cases together. 
Attorney General Robert F. Kennedy had established racketeering and official corruption as 
priorities for investigation and prosecution. Under the leadership of Ammerman and Diamond, 
the Western District of Pennsylvania became prominent in these Federal endeavors.  

 
In addition to the above, Reich has always found time for following baseball and other 

sports. Among other sports-related activities he wrote and published a book on baseball's Hall of 
Fame and hosted two sports radio programs on KQV, one with his brother, Tom Reich. 

 
 

Bruce J. Teitelbaum, Esq. 
 

Mr. Teitelbaum joined former colleagues at Farrell & Reisinger in late 2013, after serving 
for almost 31 years as a federal prosecutor in the Pittsburgh U.S. Attorney's Office, where he 
retired as Senior Litigation Counsel.  His practice focuses on criminal defense of both 
individuals and corporations, including pre-indictment investigations and negotiations, tax 
evasion, complex securities fraud, health care fraud, environmental crimes and Foreign Corrupt 
Practices Act cases.  Mr. Teitelbaum has been involved in sensitive internal investigations for 
major national and international corporations and is a certified mediator for federal cases 

During his tenure with the Justice Department, Mr. Teitelbaum served for 28 years as 
Head of the Organized Crime Drug Enforcement Task Force tasked with coordinating law 
enforcement efforts to combat interstate and international drug trafficking organizations.  Mr. 
Teitelbaum also supervised the district's organized crime program and sat with the organized 
Crime Strike Force Chiefs, the nation-wide body established to confront traditional and emerging 
transnational criminal organizations.  

Mr. Teitelbaum was the lead prosecutor during the investigations and prosecutions of:  
the Pittsburgh La Cosa Nostra Family--the indictment spanned 23 years of traditional organized 
crime activity; the corruption of an FBI undercover narcotics operation; the mob takeover of a 
California Indian reservation casino; a massive transnational, multi-state ecstasy trafficking 
organization in conjunction with the Dutch National police; the manufacture and sale of a very 
powerful synthetic heroin--China White, which killed 24 users in Pittsburgh; and the joint 
investigation with authorities from Russia and Monaco into public corruption, fraud and money-
laundering.  

Additionally, Mr. Teitelbaum handled prosecutions of public corruption, fraud, identity 
theft and homicide of federal officials, along with numerous money-laundering and tax evasion 
cases.  

Through his career, Mr. Teitelbaum participated in organized crime and/or narcotics 
seminars conducted for foreign law enforcement prosecutors and agents in Ukraine, Russia, 
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Macedonia, Czech Republic and at the International Law Enforcement Academy in Budapest, in 
conjunction with the FBI, DEA, and the U.S. Department of Justice, Organized Crime and 
Racketeering Section.  

 
 

The Honorable James J. Ross 
 

James J. Ross was born in New Brighton, Pennsylvania on June 4, 1954. He is married 
and father of two adult children. 
 

Judge Ross graduated from Baldwin Wallace College in Berea, Ohio in 1976. He went on 
to earn a Master’s Degree in Public Administration from the University of Tennessee at 
Knoxville in 1977. In November, 1980, Judge Ross acquired the degree of Juris Doctor from 
Ohio Northern University in Ada, Ohio. During his law school career, he served as the Editor-in-
Chief of the Ohio Northern University Law Review. 
 

After graduation, Judge Ross served as a Law Clerk in the United States District Court 
for the Western District of Pennsylvania to Judge Alan N. Bloch from 1982 through 1984. He 
also served as an Assistant United States Attorney for the Western District of Pennsylvania, 
during which time he prosecuted organized crime and narcotics cases in Pittsburgh from 1984 
through 1987 and thereafter served as the Chief of the Erie Division from 1988 through early 
1991. 
 

From early 1991 through December, 2013, Judge Ross was a partner in the law firm of 
Bowers, Ross & Fawcett and extensively litigated both plaintiffs’ personal injury claims and 
criminal defense cases. 
 

In November, 2013, Judge Ross was elected as Judge of the Court of Common Pleas of 
Beaver County to a ten-year term. He was sworn-in on January 3, 2014. 
 

Judge Ross has also been involved with numerous civic and legal entities, including 
serving as a member of the Civil Justice Advisory Group to the United States District Court for 
the Western District of Pennsylvania, which advised the Court on the efficient and cost-effective 
management of civil litigation. He was appointed by the United States District Court to the Merit 
Selection Committee to review candidates and recommend finalists for the position of United 
States Magistrate Judge. Judge Ross also served as President of the Beaver County Bar 
Association in 2007-2008 and presently serves as the Chair of the House of Delegates of the 
Pennsylvania Bar Association through May, 2019 
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CONFRONTING THE CYBER THREAT
David Hickton

Founding Director
University of Pittsburgh 

Institute for Cyber Law, Policy, and Security
@PittCyber; cyber.pitt.edu
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Chinese Economic Espionage

First time the United States has leveled cyber 
espionage charges against the military of a 
foreign country

31-count indictment charges five members of  
Chinese military with theft of technological 
secrets and communications
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Chinese Economic Espionage

Credentials

Intellectual property

Strategic plans

Cost and price data

Trade case

What Did They Steal?
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GameOver Zeus/Cryptolocker

One million infected computers worldwide; 
25% in the United States 

$100M+ wire transferred from compromised 
computers to cyber criminals overseas

Haysite Reinforced Plastics in Erie, Penn. 
bilked of $375K in October 2011 

GameOver Zeus Malware
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Encrypts computer files, decrypting them only on 
payment of a ransom

234,000+ computers infected

Estimated losses: $27M+ 
in first two months’ operation

Cryptolocker “Ransomware”

GameOver Zeus/Cryptolocker
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GameOver Zeus/Cryptolocker

Criminal Indictment 

Civil injunction to dismantle botnet 

International partners 

Private business partners

$3M reward/ FBI Cyber Most Wanted

All Tools Approach - GameOver Zeus

72



Darkode

Largest, most sophisticated English-language forum

Buy, sell, trade, share cybercrime products

Malware, botnets, passwords, Facebook Spreader, 
Dendroid

Global Cybercrime Marketplace
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Malware  example

Darkode

Dendroid created and sold by CMU student Morgan Culbertson, aka 
“Android”

Control Android phones, place/record calls, intercept texts, 
open apps, take photos/videos, infect Android applications

$65,000 to purchase; $300 a month to lease
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Darkode
Multi-year investigation, infiltrated forum at high 
level

Seized domain 

70 members and associates searched or arrested 
globally

U.S. charges 12 criminally in U.S., Sweden, Pakistan, 
Spain and Slovenia 
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Avalanche Network
Delivery platform to launch and manage mass global 
attacks and money mule recruiting campaigns

Infected computers in 189 countries

Monetary losses: hundreds of millions

Five individuals arrested; 37 premises searched; 39 
servers seized worldwide
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